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Abstract': Over the past decades, a number of methods have been reported in the
scientific literature to protect the privacy of biometric information stored in
biometric systems. Keyless Biometric Template Protection (KBTP) methods aim
to protect biometric information without the use of long-term secrets by deploying
one-way functions. These KBTP methods are currently developed to an extent that
commercial products have become available. When assessing and comparing
different KBTP methods it is important to have a common and generic approach.
Therefore, in this paper we present a reference framework that can be used in
assessing and comparing the privacy properties of KBTP systems.

1 Introduction

Biometric systems are becoming increasingly popular because they may offer more
secure solutions than traditional means for authentication such as PIN codes, passwords
and security badges because a biometric characteristic is tightly linked to an individual.
For the same reason, biometrics can prevent the use of multiple identities by a single
individual. Finally, in many applications biometric authentication is also considered to
be more convenient.

Biometric technologies are, however, not without their challenges [JRP06]. Although
accuracy, speed and interoperability remain important, this paper focuses on the security
of biometric systems as well as privacy issues related to the biometric information stored
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in these systems. Many of these challenges are related to the special properties of
biometrics as compared to traditional means for authentication:

e Biometric characteristics are tightly coupled to an individual which makes
revocation and re-issuing of authentication information unfeasible. In contrast, PIN
codes, passwords, tokens, etc. can easily be revoked and re-issued;

e Biometric data is personal and in many cases contains sensitive information. For
example, it might contain information on the health status of an individual [Pe65],
gender, ethnicity, age, etc. Therefore, in contrast to PIN codes and passwords, in
many countries biometric data are considered to be Personally Identifiable
Information and use of biometrics is governed by privacy legislation (e.g. [Eu08]);

e Each individual has a limited number of instances for each biometric characteristic
(e.g., one face, two irises, ten fingers) while the number of possible passwords or
token identifiers is several orders of magnitude higher. As a consequence, an
individual will have to re-use the same characteristic in different applications which
can lead to cross-matching of applications;

e Biometric measurements are affected by noise and other forms of variability while
authentication protocols based on passwords and the like rely on 'bit-exactness' of
the authentication information. This variability limits the distinctiveness of
biometric features. Although this limitation also applies to, say, 4-digit PIN codes,
passwords and token identifiers allow for a higher level of distinctiveness than
single biometric modalities.

These special properties of biometric characteristics and measurements have an impact
on security and privacy considerations of biometric authentication systems. Keyless
Biometric Template Protection (KBTP) technologies can make an important contribution
in solving some of these vulnerabilities [CSO7]. In this paper we define a framework to
assess the privacy of KBTP methods. In Section 2 we will define security and privacy
for biometric systems and define the objective of KBTP methods. In Section 3 an
overview of practical KBTP methods will be given and an abstraction will be made to
allow for a generic framework. Finally, in Section 4, the reference framework will be
given illustrating how the privacy assessment of KBTP methods could be done.

2 Security and privacy

Figure 1 gives a high-level overview of a biometric system where, without loss of
generality, we consider a fingerprint verification system. During enrolment, a fingerprint
sensor SENS generates the image sample of a fingerprint. After processing the image
and extracting relevant features in the feature extraction block FE, a template
representing the fingerprint is stored as reference in the biometric system (STOR).
During verification, an individual claims an identity, and a so-called probe image from
this individual is obtained. This image is transformed into a template and compared
(COMP) with the template stored in the biometric system corresponding to the claimed
identity. The comparison subsystem produces a similarity score and applying a threshold
T to this score leads to an Accept or Reject message.
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Figure 1 Security and privacy vulnerabilities in a biometric system

Figure 1 also depicts some important vulnerabilities of a biometric system [Bu08]
[CS07] [RCBO1]. Although in the literature a large number of potential attacks are
mentioned, we propose to group them into the following two categories:

e Insertion, depicted with ingoing arrows in Figure 1,

e Eavesdropping, depicted with outgoing arrows in Figure 1.

As illustrated by the gray rectangle in Figure 1, in many cases the enrolment
functionality can be assumed to operate in a secure environment such that the most
important vulnerabilities are concerned with the storage and verification functionality.

In the context of biometric systems we associate the security of a biometric system with
insertion vulnerabilities while the privacy of a biometric system is associated with
eavesdropping vulnerabilities. Thus, the security of a biometric system defines how
difficult it is to be illegitimately accepted by the system. In contrast, the privacy of a
biometric system is related to the difficulty to obtain any relevant information from a
provided biometric characteristic other than a verification decision.

2.1 A Perfectly Private Biometric system

If we assume that enrolment takes place in a trusted environment, a Perfectly Private
Biometric (PPB) system can be defined as the gray rectangle in Figure 2 (see also [Br09]
[ISO10]). A PPB system contains a sensor SENS, a feature extractor FE, a state-of-the-
art comparator COMP, a threshold module T and storage STOR. When offering a
fingerprint, possibly in combination with an identity claim, the system outputs an Accept
or Reject decision. This PPB system is sealed and perfectly private in the sense that it
outputs the minimal required amount of information in the form of a binary
Accept/Reject decision. Furthermore, assuming a sensor leaving no latent prints (e.g. a
touchless sensor or swipe sensor), the system has no eavesdropping vulnerabilities.

On the other hand, if the comparator COMP is not perfect, the system will occasionally
incorrectly generate an Accept message due to a wrong decision of the comparator and
in that sense the system is not perfectly secure.
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Figure 2 A Perfectly Private Biometric system

In practical systems, apart from the non-perfect comparator COMP, many security and
privacy vulnerabilities can be prevented using standard cryptographic protocols. For
example, replay and tampering attacks can be prevented by combining message
uniqueness (by, for example, time stamps or sequence numbers) and verifying message
authenticity using Message Authentication Codes (MACs) or digital signatures. A
substitution attack can be foiled by adding a digital signature over a template and the
wiretapping attack can be thwarted using secure channels which can be generated by the
Diffie-Hellman key exchange protocol [DH76]. Although these methods require at least
mid-term secret keys, management of these authentication keys is much easier than
management of keys used to protect, for example, stored information.

The copying attack is very similar in nature to a wiretapping attack by interpreting
storage as a communication channel and it can be prevented by a secure channel
(encryption). In a (storage) communication channel the key must be retained for at least
as long as the message is in storage. This means that in order to protect biometric
information from a copying attack using standard cryptographic protocols, a long-term
secret is required.

There are two approaches for storing and handling these long-term secret keys. The first
is to keep the keys inside the biometric system under control of the biometric system
owner. In a practical situation, this will lead to protocols and access rights that are
limited to trusted operators only. An important drawback is that if these biometric
systems scale up, the protocols become vulnerable to “incidents” by sloppy execution,
change in regulations or legislation, human mistakes or intentional misuse.

The second method to handle long-term secrets is to store the keys outside the system. In
many proposed systems the user will have control over the key. The key can be stored on
a smartcard or token, or it can be derived from a password, PIN code, pass phrase, etc.
An advantage of this method is that the user is in control of his biometric information,
and the system owner does not have access to the decrypted biometric data. Drawbacks
are that it reduces the convenience advantage of biometrics and it does not allow
biometric identification (1-to-many), thus limiting the scope of biometric applications.

The purpose of Keyless Biometric Template Protection (KBTP) technology is to
eliminate the drawbacks of both approaches by obviating long-term keys. This prevents



key abuse by the biometric system owner while simultaneously allowing higher
convenience and biometric identification. Thus, the goal of (KBTP) technology can be
formulated as to prevent relevant biometric information to be obtained from storage
facilities in biometric systems without the need for long-term secrets.

Ongoing ISO standardization activities [[SO10] more specifically state that safeguarding
the privacy of the data subject comprises i) preventing anyone to have access to
biometric data or derived attributes thereof that are not required and agreed upon by the
data subject and ii) ensuring that third parties and external observers have no access to
the biometric references.

PPKBTP system
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Figure 3 A Perfectly Private Keyless Biometric Template Protection system

2.2 Perfectly Private Keyless Biometric Template Protection

Based on the discussion above, a Perfectly Private Keyless Biometric Template
Protection (PPKBTP) system can be depicted as in Figure 3 where, without loss of
generality, it is assumed that feature extraction is part of the KBTP technology. It
contains a feature extractor FE, a state-of-the-art comparator COMP, a threshold module
T and storage STOR. It accepts the image of a fingerprint, possibly in combination with
an identity claim, and outputs an Accept or Reject decision. This (conceptual) PPKBTP
system does not need any secrets while at the same time, it does not leak any biometric
information (other than the binary Accept/Reject decision) and in that sense is the
highest achievable goal of any practical KBTP system. It is important to notice that
vulnerabilities that are common between a PPKBTP system and a practical
implementation thereof cannot be attributed to limitations of the implementation but
must be attributed to the limitations of the use of biometrics. These intrinsic biometric
vulnerabilities need to be addressed by proper system design.

3. Practical KBTP methods

Practical KBTP systems aim at implementing the PPKBTP system. In the scientific
literature a number of methods are proposed to protect biometric information stored in a
biometric system. In this section, a brief overview will be given and, following the
reasoning in the previous chapter, we will only consider methods that do not require
secret information to achieve this protection. Therefore methods as presented in, for
example, [TNG04] [Br02][Ti02][SKK04] will not be considered.



The essence of all KBTP systems is that a biometric template, before it is stored in the
biometric system, is first transformed into a representation from which it is impossible to
retrieve any biometric information. On a high level of abstraction, all practical KBTP
methods use the same format to represent the protected biometric information consisting
of a Pseudonymous-Identifier (P/) and Auxiliary Data (4D) [ISO10]. The PI is
generated using a (keyless) one-way function (e.g. a hash function /(.)) which forms the
basis of the protection mechanism. The AD essentially contains variability information
and/or randomization data. During verification 4D is combined with a probe biometric
measurement to generate a candidate Pseudonymous-Identifier P/*. During verification,
PI* is compared with PI leading to an Accept or Reject message. Thus, practical KBTP
protected templates consists of the pair (4D, PI) and KBTP methods differ in the way
that the P/ and AD are generated. Next, a brief overview of KBTP methods is given.

e  Mytec [S098] was the first practical KBTP system. The method works directly on
(fingerprint) images and protects the image by multiplying the phase part of the
Fourier transform of a (fingerprint) image F(w) with a random phase function ¢(®)
and H(o)=F(®)o(m) is stored as auxiliary. A secret S is embedded by pointing to
certain bits in c¢(x), which is the inverse Fourier transform of the random phase
function @(®) multiplied by the magnitude part of the (fingerprint) image “optimal”
filter. PI is defined as /(S) where # is a cryptographic hash function (e.g. SHA256).

e In [RCBOI1] the authors introduce an approach known as cancelable biometrics®.
During enrolment, the image of a biometric is distorted using a parameterized one-
way geometric distortion function before storing it in a biometric system. The
parameter determining the distortion function is stored as AD. The function is made
such that from the distorted image it is difficult to retrieve the original image. The
distorted image is stored as PI.

e  The fuzzy vault [JS02] is a general cryptographic construction that allows storing a
secret S in a “vault” that can be locked using an unordered set X. The secret S can
only be retrieved from the vault using a set Y if the sets X and Y have sufficient
overlap. The "vault' is stored as AD while P/ is set to A(S). The use of unordered sets
makes the method well suited to be used with minutiae fingerprints (see e.g.
[UPJOS]).

e In the recently proposed Biotope™ scheme [Bo06], each component x of a feature
vector is translated by ¢ and scaled by s to obtain v = (x-f)/s. The resulting value v is
separated into the integer g = |V/E| and the residual » =v mod E such that v = g+r
where E is a parameter. The entities ¢, s, r are stored as 4D, while the integer part g
is first passed through a one-way function to obtain P/ which is then stored.

e The Norwegian company Genkey has developed an approach referred to as
Biocryptics™ [LLO06]. The approach works directly on continuous features. In
order to cope with noise and other variabilities, a correction vector, stored as 4D, is
used to shift a measured feature to the middle of a quantization interval that defines
one bit of a binary string S to be embedded in the biometric template. P/ is
interpreted as a public key derived from S. The method resembles the so-called

2 The term 'cancelable biometrics' is somewhat misleading because clearly the biometric itself cannot be
cancelled. In the context of KBTP methods, the terms 'cancelable' and 'revocable' refer to the property that
authentication information can be changed and revoked.



shielding functions as proposed in [LTO03].
e The Fuzzy Commitment scheme [JW99] is considered most suitable for biometrics
that have a template in the form of an ordered string or fixed length feature vector.
A biometric X represented as a binary string is XORed with a codeword C of an
(arbitrary) error correcting code. C®.X is stored as AD while Pl is set to h(C).
In this brief overview it was shown that all practical KBTP systems generate a private
representation of a biometric in the form of the KBTP template (4D, PI) which is stored
in the biometric system. In the following section a framework for the assessment of the
privacy of such systems will be given.

4 Privacy of KBTP systems

4.1 Privacy requirements

In Section 2, a high level notion of privacy was introduced in terms of a (conceptual)
PPB and PPKBTP system that leaks no information about biometric templates. The
concept of a PPB system is also described in [Br09] which serves as a basis for a new
ISO standard that is currently being developed [ISO10]. This ISO standard provides
guidance for the protection of biometric information under various requirements for
confidentiality, integrity, availability and renewability/revocability. More specifically the
standard proposes the following privacy goals for biometric information:

e irreversibility: To prevent the use of biometric data for any other purpose than
originally intended, biometric data shall be transformed in such a way that the
biometric sample or a deductible attribute that does not serve the agreed purpose of
the identity management system cannot be retrieved from the transformed
representation;

e unlinkability: The stored biometric references shall not be linkable across
applications or databases;

e confidentiality: To protect biometric references against access by external observers
resulting in a privacy risk, biometric references shall be kept confidential;

e data minimization: minimizing irrelevant and/or undesired processing of personal
data, including during the verification of a person’s identity.

The standard does not prescribe the mechanisms of how to achieve these requirements
but as a framework standard it is applicable to a much wider range of techniques than
KBTP techniques including traditional encryption of the template. In the assessment of a
KBTP method, it must be verified to what extent it obtains these privacy goals or how
much effort an adversary should invest in order to thwart one of these goals. Clearly,
whether or not an adversary can thwart one of the privacy goals depends on his
capabilities. The adversary capabilities are formalised in the following section.



4.2 Adversary capabilities

In the assessment of security systems and KBTP systems, it is essential to define the
capabilities of an adversary.

A first high level notion in adversary capabilities is to assume a black-box model or a
white-box model [Wy09]. In the black-box model it is assumed that an adversary knows
all the details of the algorithm. During operation, the adversary has access to the inputs
and/or the outputs of the algorithm but not to the internal intermediate computation
results. In contrast, the white-box model assumes that an adversary, besides all the black-
box capabilities, also has access to the implementation of the algorithm and is able to
observe and modify intermediate computation results.

The white-box assumption is a very strong. For example, most implementations of
traditional ciphers (such as RSA, AES, etc.) and security systems are not secure under
the white-box model and it is customary in the assessment of such systems to adopt the
black-box model. Therefore it seems reasonable to also assess KBTP methods under the
black-box model.

A second notion that is important in the assessment of security systems is the efficiency
of an attack. If the (minimum) required effort to thwart a certain security goal of a
system (e.g. secrecy, privacy, authenticity) is higher, then the system is considered to
have a better security concerning this specific goal. The security is commonly expressed
as a number of bits which is the logarithm (to the base 2) of the required effort. This
notion of the efficiency of an attack for a certain security goal should also be used in the
assessing the privacy properties of KBTP systems.

A third important notion in the assessment of security algorithms is that the best-known-
attack against a certain security goal defines the security of the algorithm for this goal.
For example, if the General Number Field Sieve (GNFS) is the best (i.e., in terms of
required effort/resources) known algorithm to break RSA, then the security of the RSA
algorithm is directly related to the required effort of the GNFS to factor the public RSA
modulus in its two primes. The notion of best-known-attack should also be adopted in
assessing KBTP solutions.

4.3 Possible attacks

In defining adversary capabilities one can distinguish between high level and low level
attacks. High level attacks are independent of the algorithmic details of the underlying
KBPT method while low level attacks target specific properties of the KBTP method.

4.3.1 High Level Attacks

FAR attack Being a high level attack, the FAR attack does not exploit algorithm-specific
knowledge. Instead it uses the fact that practical biometric systems have a non-zero False
Accept Rate (FAR). The FAR is the probability that the biometric system will
incorrectly accept an unauthorized user in a verification setting. Thus, given a KBTP
private template, the attack consists of trying sufficient biometric images until an Accept



message is obtained. If the comparator is operating at FAR=a and the required effort for
a single comparison is Ngar then the expected required effort for a successful FAR
attack is Npar/o.

It is important to note that the FAR attack is applicable also to the PPKBTP system
introduced in Section 2.2 and therefore, it does not exploit a vulnerability of the KBTP
implementation per se. Still, it allows the adversary to obtain information about the
protected biometric information in the sense that a successful trial image is in some
sense similar to the image that was used to generate the KBTP template. Thus, the FAR
attack has an impact on the privacy goal of 'irreversibility'. If different applications use a
PPKBTP system, the FAR attack can also be exploited to link templates across
applications. Thus, the FAR attack also puts a limit on the 'unlinkability' goal of
[ISO10]. Therefore it is essential that the system design incorporates a strategy to
prevent the FAR attack.

Hill climbing In traditional biometric systems, hill climbing exploits the continuity of a
similarity score as a function of changes in the input image [Ma06]. Regarding the ISO
privacy goals, this threat is similar to the FAR attack: the adversary obtains an image
that is in some sense close to the image that was used to generate the KBTP template.

Referring to Section 3 it can be seen that KBTP systems are traditionally implemented
such that they do not output a similarity score but just a one-bit Accept/Reject decision
(or a hashed version of some stable value S) which thwarts the high level hill climbing
threat. For KBTP systems, hill climbing allows obtaining a working image using the
FAR attack but it does not allow increasing the image quality.

4.3.2 Low Level Attacks

Hash inversion In most KBTP systems, the P/ is computed from a secret bit string S
using a strong one-way hash function (see Section 3). In this case, a first low level threat
is inverting the hash in the P/ of a private template. For good hash functions, the best-
known-attack for hash inversion is to perform an exhaustive search (dictionary attack)
which means that the required effort for inversion is proportional to 2. For example, in
case of the FCS, the adversary would have to try all possible codewords C of the applied
error correcting code. Since the one-wayness of the hash function in KBTP systems is an
essential part of the privacy mechanism, a successful inversion of the hash function will
at least leak some information on the biometric that was used to generate the KBTP
template (4D, PI) and will affect the 'irreversibility' and 'unlinkability' goals of [ISO10].
In view of the notion of the best-known-attack, hash inversion should be significantly
more difficult than the FAR attack where is should be noted that hash inversion does not
necessarily brings the adversary the same information (a ‘working’ biometric
characteristic) as a FAR attack.

Using AD In a KBTP protected template (4D, PI), the auxiliary data AD contains user-
specific information. Therefore, in information theoretical sense it is expected that AD
will leak information on the biometric that was used to generate the KBTP template. On
the other hand, it can be shown that if robustness against variability is required, some



privacy leakage cannot be avoided [DRS04]. If and how this privacy leakage can be
exploited depends on the specific KBTP system. For example, in case of the FCS, if the
code word C is chosen from an (n,k) error correcting code, then k information bits of the
biometric are protected and, in an information theoretic sense, AD leaks n-k bits of
information about the biometric. However, this information theoretic representation does
not indicate how this leakage can be exploited by an adversary to learn dedicated
information about the biometric or to thwart the 'irreversibility' and 'unlinkability' goals.

4.4 Information theoretic treatment

As opposed to the assessment of a KBTP method by known attacks, many scientific
publications use information theoretic measures of privacy. Although these measures do
not always point towards a practical attack, they are useful in assessing the required
effort for certain attacks.

In terms of the unified KBTP template format (4D, PI), while assuming that P/ leaks no
information because it is protected by a hash function, it is interesting to consider
H(X]AD) which is the remaining entropy in the biometric information X after observation
of AD. Two definitions of entropy have been considered for measuring the information
leakage of a KBTP system.

e  The Shannon entropy H. Due to its rich mathematical theory, this measure allows a
very comprehensive analysis of information leakage in a KBTP system [Ig09]. The
conditional Shannon entropy H(XIAD) can be used to measure the average
information content of X after observation of AD.

e  The min-entropy H.,. This defines an upper bound for the success probability of an
attacker who tries to guess X from AD. The average min-entropy H.(X]AD)
provides an upper bound for an attacker’s success probability for average AD
[DRS04].

If the entropy is a measure for the required effort for certain attacks, one could be
interested in the relation between H(X|AD) or H(S|AD) and the FAR of the system
(where S is the embedded key). Some publications state that H(S|4D)<-log,(FAR)
which bound is derived assuming the Fuzzy Commitment scheme [JW99] where X is a
perfectly random independent and identically distributed (i.i.d.) binary string [P107]. For
some special choices of the entropy function (e.g. the average min-entropy H., [Ko08]),
it has been shown that FL,(SI4AD)=H.,(X14D) and H..(X|4D)<—log,(FAR) which holds
for arbitrary distributions of the biometric strings X. Moreover, it is expected that similar
bounds will hold for any KBTP system. The details of using entropy measures to
estimate the required effort of a practical attack are a point of further research.

5 Summary

In this paper we presented a reference framework that can be used in assessing and
comparing the privacy properties of KBTP systems. KBTP methods are a building block



in larger biometric systems and in the privacy assessment of KBTP systems it is
important to differentiate between, on one hand, threats against the system and, on the
other hand, specific threats against the KBTP method. This has lead to the concept of a
Perfectly Private KBTP system and to the goal of KBTP systems to protect biometric
information without the use of long-term secrets. In order to set up a generic framework,
an abstraction of KBTP templates was taken from [ISO10] in the form (4D, PI). Based
on this uniform format, after defining the adversary capabilities, attacks can be defined
that affect the privacy goals as defined in [ISO10]. High level attacks are independent of
the algorithmic details of the underlying KBPT method while low level attacks must be
targeted at a specific KBTP method. The presented reference framework can be used as
a first step to set up practical methods assess and compare the privacy properties of
commercial KBTP systems.
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