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The main benefits are:

 Anonymous and revocable biometric identifier

•	No plaintext biometric is ever stored; only hashed 

identifiers from which the original biometric cannot be 

reverse engineered

•	Cryptographic hash functions like SHA-256 are used to 

protect the relevant information

•	Many unique and anonymous identities can be generated 

from one biometric so they can be cancelled and replaced 

as easily as passwords 

Low-cost identity labels

•	priv-ID identifiers are only a few hundred bytes in size and 

intrinsically secure, so they can be stored in cost-effective 

media like paper barcodes or simple RFID chip cards 

•	Multiple identifiers per biometric means each application 

can use a different identifier; it even allows ‘one-time-only’ 

applications like biometric tickets  

Multimodal and vendor neutral

•	Identifiers have the same format for any biometric 

characteristic so you can easily mix characteristics within 

your system for maximum user convenience and better 

matching via so-called fusion 

•	priv-ID collaborates with leading biometric vendors 

for providing the biometric templates, building on the 

expertise and years of experience of our partners  

Scalable architecture

•	priv-ID is fully scalable and, with hits secure identifiers, 

supports everything from single-site to global, distributed 

and on-line applications

•	Next to the on-line applications, also standalone 

non-networked verification is possible using portable 

terminals. This allows deployment of secure biometrics 

also in areas with little infrastructure (developing 

countries, disaster recovery operations) 

•	As the identifiers are stored in binary form, priv-ID offers 

highly efficient identifier matching  

Implementations using priv-ID templates
The fact that we now have a compact and inherently secure 

representation of biometric templates opens up several 

implementation options at the system level. Some of these 

solutions are: 

Smart Cards or SIM cards

Among others, Smart Cards can also be used to store the 

priv-ID templates. The compact representation actually 

enables fast transfers of data, especially in the case of 

contactless Smart Cards that have limited communication 

speed. The additional security of Smart Cards is not strictly 

necessary because priv-ID templates are inherently secure, 

but for those installations where a reader infrastructure 

already exists, this combination can guarantee a smooth 

introduction and the ultimate in security.

Low-Cost identity cards

Given the inherent security and compact representation of 

priv-ID templates, a low cost card with a bar code or a 

magnetic stripe can be used to carry the template. For 

many applications the lower cost has substantial benefits, 

e.g. in situations where cards might have to be reissued 

because they get lost or forgotten frequently, or in 

developing nations or other applications where the cost of 

a Smart Card would be prohibitive .

Temporary identity cards: Boarding passes and 

tickets to events

Taking the low-cost approach to its extreme, and adding the 

revocation capability, one can think of adding priv-ID identifiers 

to one-time documents such as boarding passes or tickets to 

events (e.g. a VIP pass to a Formula 1 race). After the intended 

use, the specific Diversification Code gets revoked and therefore 

any future use of the card or ticket is prevented. The same can 

be done for a ticket that is reported stolen, or that has been 

detected as part of a batch that was sold on the black market.


